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FOREWORD

This publication is intended to equip Air Force acquisition personnel to handle common issues
encountered in the realm of intellectual property (IP) acquisition under the Defense Federal Ac-
quisition Regulation Supplement (DFARS), particularly those issues surrounding rights in tech-
nical data and computer software. It is intended to complement rather than substitute for other
Department of Defense (DoD) guidebooks on data rights. While those guidebooks may present
basic information and considerations for planning and acquisition, this publication presents
recurring issues that acquisition personnel can expect to face in the format of frequently asked
questions. Each issue or question is followed by a suggested plan for dealing with that issue.
Rather than being contemplative, the plans presented are intended to be actionable—not just a
recitation of the rules. Unlike in other areas of defense acquisition, no one functional lead has
the knowledge to resolve IP issues. The input and coordination of others are critical to under-
standing the scope of the issue, how it relates to a requirement or life-cycle objective, and what
steps can and, more importantly, should be taken to resolve it.

That is the primary aim of this publication. Through action-oriented plans, acquisition personnel
are equipped to make informed decisions with the aim of improving acquisition outcomes. Too
often, approaches to resolving IP issues have limited the Air Force’s ability to maintain and sus-
tain its weapon systems. If as an Air Force we can avoid this undesirable outcome, we can better
equip our fighting forces to defeat their adversaries in a superior fashion. That is a goal we all
share, and one the suggested practices in this guide can make a reality.



UNDER SECRETARY OF THE AIR FORCE
WASHINGTON

21 Feb 2018

MEMORANDUM FOR SAF/AQ
SAF/GC
AF/JA
AFSPC/CC
AFMC/CC

SUBJECT: Intellectual Property Rights Cross Functional Team (CFT)

Obtaining adequate intelleciual property license rights from our indusiry partners is
critical o ensuring our major systems are alfordable and adaptable to meet warfighter needs.
Additionally, Congress is also concerned about these matters and recently wrote legislation
encouraging customized intellectual property strategies. When we do not secure appropriate
rights in technical data and computer software, we become dependent on incumbent contractors
for the operation, maintenance, training, and sustainment of our major systems. Through these
“vendor lock™ actions, incumbent contractors can drive non-competitive prices for years or even
decades after our major systems are deployed. We must prevent this by obtaining all appropriate
intellectual property rights to which we are entitled and that Congress has deemed essential
through legislative actions. By reducing extreme intellectual property licensing we can achieve
sipnificant cost savings by competing sustainment of our major programs throughout their life
cyeles,

I laud efforts to date to obtain intellectual property license rights necessary to develop,
procure, and sustain our major systems. To further these efforts, | am establishing an Intellectual
Property Rights Cross-Functional Team that will be co-led by SAF/A() and SAF/GC, and
composed of subject matier experts from SAF/AQ, SAF/GC, HAF/JA, Air Force Space
Command, and Air Force Materiel Command. The CFT shall examine issues and make
recommendations related to the following areas:

#  Developing acquisition strategies and techniques for leveraging appropriate intellectual
property rights to reduce “vendor lock™ in program life cycles.

» Educaling and training program managers, contracting officers, and source selection
teams in identifyving and negotiating intellectual property license rights needed to support
future sustainment competitions, and capitalizing on the competitive environment to
secure these rights at the lowest cost to the taxpayer.

» Assisting program managers in challenging improper vendor intellectual property
assertions and proprietary markings on contract deliverable items.

¢ Ensuring Air Force regulations, instructions, and policies accurately and properly
communicate to industry and our acquisition workforce our intellectual property needs
for future sustainment and do not unreasenably hinder us from meeting those needs.



s Establishing an enduring cadre of intellectual property experts 1o ensure a consistent,
strategic, and highly knowledgeable approach to acquiring or licensing intellectual
property by providing expert advice, assistance, and resources to the acquisition
workforce on intellectual property matters.

¢ Incorporating applicable recommendations of the Section 813 Government-Industry
Advisory Panel on Rights in Technical Data established by the National Defense
Authorization Act for Fiscal Year 2016,

¢ Compliance with and implementation of applicable provisions of law.

&  Other matters related to intellectual property rights the CFT co-leads find appropriate to
examine and make recommendations upon.

By 6 April 2018, the Intellectual Property Rights CFT co-leads shall provide me with
proposed team membership, study plan, scope of effort, and additional resources such as highly-
qualified experts, contractor, and administrative support required to develop and provide CFT
recommendations. [ expect the CFT to provide a final report with observations, conclusions and
recommendations NLT 1 February 2019, Our long term success will be measured through
increased competition and resultant cost savings to our Air Force.

For questions please contact Mr. Lawrence Kingsley, SAF/AQP, and Mr, Richard B,
Clifford, SAF/GCQ.

.:/4/'/‘\-
Matthew P. Donovan

Under Secretary of the Air Force

ce: SAF/OS
AF/CC
AFCV
HAF/DS
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Chapter 1 - Life-Cycle Planning for Intellectual Property (

Background

In today’s environment, interest in IP is high. Whether you find yourself in the Defense Department or industry,
both seek IP with one aim in mind: to serve their interests. In industry, these interests may be framed in terms
of profit and loss and long-term revenue. In the Defense Department, they are framed in terms of availability,
cost, and long-term sustainability.

It is often said that contractors consider IP to be their “lifeblood.” So much about a business enterprise could
be described this way. Human capital and facilities capital are just as important as intellectual capital. But one
form of intellectual capital is particularly important in the defense industry—namely the technical data and
computer software for DoD’s weapon systems. Obtaining delivery and appropriate rights in technical data and
computer software are essential for DoD to operate, maintain, and sustain its systems, as well as to enable
compliance with related statutory mandates. These activities go right to the heart of ensuring these systems
are available, sustainable, and support a high level of readiness. Obtaining delivery and appropriate rights in
technical data and computer software also allows DoD to compete certain life-cycle activities, and thus is key
for realizing cost efficiencies throughout the life cycle.

Of course, if DoD is to attract contractors to meet defense requirements, then DoD must balance its interests

with those of its contractors. Private capital will be brought to bear on defense problems only if offered an ad-
equate return. The challenge has been to afford enough protections to technical data and computer software
to offer such a return without sacrificing DoD’s larger interests in furthering national security.

The DFARS seeks to address this challenge by providing guidance for determining the rights associated with
technical data and software deliverables based on the nature of the data and its funding source. But rights in
data and software are only part of a larger problem. That problem is how to meet the department’s needs for
life-cycle management. And solving it begins with careful planning—the subject of this chapter.

1.1. Incorporating IP into the Acquisition Strategy and Related Documents

A successful acquisition begins with planning, and acquisition planning culminates in an Acquisition Strategy.
To meet DoD’s needs for life-cycle support, an Acquisition Strategy should identify the needs for the product
life cycle and chart a course for meeting them. It is vital that, in so doing, the Acquisition Strategy address
needs for technical data and computer software.

Acquiring the right technical data and computer software is essential for ensuring Air Force systems will remain
affordable and sustainable. Thus, these needs should be addressed in the Acquisition Strategy, or more specifi-
cally, the IP Strategy.

The IP Strategy covers almost every functional area within a Program Management Office (PMO), such as
acquisition, financial, contracting, logistics, testing, and engineering, and it should contemplate the entire life
cycle, not just the immediate requirements of the contract or PMO. As described in DoDI 5000.02, the IP Strat-
egy should “identify and manage the full spectrum of IP and related issues (e.g., technical data and computer
software deliverables, patented technologies, and appropriate license rights) from the inception of a program
and throughout the life cycle. . .. [It] will be updated throughout the entire product life cycle, initially as part
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of the Acquisition Strategy, and during the Operations and Support Phase as part of the Life-Cycle Sustainment
Plan.” In other words, the IP Strategy is a living document that evolves throughout the life cycle. It contains all
the critical thinking of the various subject matter experts (SMEs) within the PMO to ensure the system does
not experience “vendor” lock, and can be properly sustained throughout its life cycle. While an IP strategy is

a statutory requirement for all ACAT | and ACAT Il programs as part of the Acquisition Strategy, all programs
should analyze IP requirements as a part of their overall life-cycle plans.

1.1.1. I work in a PMO, and | am not sure how the IP Strategy should be integrated into the other acquisi-
tion, logistics, test, engineering, and contracting documents? How do these various documents fit together?

Response
All the various acquisition documents required by the PMO can fit together and relate to the IP Strategy in the
following ways. For more information about these documents, refer to DoDI 5000.02.

e Acquisition Strategy/Plan: Within the Acquisition Strategy, the IP Strategy is represented as a summary
section that is updated throughout the life cycle.

¢ [Life Cycle Sustainment Plan (LCSP): Certain IP and rights will be necessary to execute the sustainment
plan. Examine how the LCSP plans to satisfy each of the Integrated Product Support Elements and ensure
that the IP Strategy seeks the rights and deliverables needed to execute these plans. Early in the acqui-
sition process, specific support strategies may not have been decided. In this situation, it is critical to
obtain the IP rights and deliverables that keep sustainment options open. When the system enters into
the Operation and Support phase, the IP Strategy will become an annex to the LCSP.

* Request for Proposals (RFP)/Contract: The IP Strategy should map to contract requirements in the RFP. If
it does not, offerors will be unable to meaningfully propose to these requirements, and the Air Force risks
not being able to meet its life-cycle needs. For example, the Statement of Work (SOW) in a product devel-
opment contract should require, along with the development activities, the creation and delivery of the
associated technical data and computer software. Because these issues can dominate life-cycle decisions
later, evaluation factors related to IP and life-cycle support, as well as associated agreements, should be
included.

e Contract: Within the contract, technical data and computer software requirements found in the SOW
must be delivered by inclusion of a Contract Data Requirement List (CDRL), DD Form 1423, in the contract
attachments. CDRLs state, among other things, format and content of the deliverable. It is a best practice
to ensure that the CDRLs are mapped to deliverable requirements in the SOW so that the contractor is
required by the contract to deliver all required technical data and computer software.

In addition to the IP Strategy, other acquisition and program documents can be a requirement source and as-
sist with identifying requirements to be included in the contract. A few relevant examples include:

e Engineering Documents such as the System Engineering Plan (which addresses topics like Modular Open
System Architecture needs), test plans, technical baseline documentation (such as interface control docu-
ments, item specifications, and various performance requirements), software documentation, and other
engineering documents.

e [ogistics Planning Documents such as the LCSP (which documents the entire product support strategy)
can be particularly useful for identifying product support needs and options for meeting them. If depot
maintenance may be required, more technical data and computer software requirements may exist than
for other maintenance concepts. Also, development of logistics plans can make apparent what technical
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data and software will be required for effective life-cycle support.

e Other documents like the Program Protection Plan and Financial Documents (e.g., Program Objective
Memorandum and budget requests) can include information relevant to the IP Strategy, including refer-
ences to critical program information, costs for data and storage, and additional information regarding
development, production, and sustainment.

1.1.2. What should the Acquisition Strategy address regarding IP?

Response
DoDI 5000.02 identifies the content required in the IP Strategy. The instruction requires a holistic consideration
of life-cycle needs and their distillation into an actionable plan, the what, how, and why of life-cycle support.

e What: Analyze the data required to design, manufacture, and sustain the system as well as to support
re-competition for production, sustainment, or upgrade. Consider baseline documentation data, analysis
data, cost data, test data, results of reviews, engineering data, drawings, models, and bills of materials.

e How: Address how the program will provide for delivery of technical data with the appropriate level
of rights the government requires for the system’s total life-cycle sustainment. Include analysis of data
needs to implement the product support life-cycle strategy including such areas as materiel manage-
ment, training, information assurance protection, cataloging, open architecture, configuration manage-
ment, engineering, technology refreshment, maintenance/repair within the technical order (TO) limits
and specifically engineered outside of TO limits, and reliability management.

e Why: The business case analysis calculation, conducted in concert with the engineering tradeoff analy-
sis, outlines the approach for using open systems architectures and acquiring IP rights. The cost benefit
analysis explains whether to include a priced contract option for the future delivery of technical data and
IP rights not acquired upon initial contract award. An analysis of the risk that the contractor may assert
limitations on the government’s use and release of technical data or computer software (e.g., technical
data and computer software developed exclusively at the contractor’s expense) factors into the strategy.

Once these aspects of the life cycle are analyzed, the results are included in the IP Strategy, producing a strat-
egy that addresses what data is required to support acquisition and sustainment strategies, how data quality
will be managed, data format, how the program will verify markings, and how the data will be stored. As the

program matures, the IP Strategy will be updated in the Acquisition Strategy and LCSP to reflect the changes.

1.1.3. If a program has been approved as a Rapid Acquisition Program (Section 804), how does that affect
the IP Strategy?

Response

Rapid Acquisition authorities typically give PMOs leeway to select requirements and procedures deemed most
appropriate to the acquisition. For example, AFGM2018-63-146-01, Air Force Guidance Memorandum for Rap-
id Acquisition Activities, section 1.2., dated 13 June 2018, states that, “[m]any encouraged steps or practices
may not apply to specific rapid acquisition activities. The PM and [Milestone Decision Authority] should tailor
rapid acquisition activities to the strategies, reviews, metrics and operating thresholds that make sense for the
program in question.”

With the focus on speed in rapid acquisition environments, it is even more critical that the program consider
long-term support requirements. PMOs should develop IP Strategies that reflect a careful consideration of
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the necessary technical data and computer software for the new weapon system or program to be sustained
throughout its life cycle. The PMO must acquire technical data and computer software that are needed to en-
sure the program can meet all its goals—both short term and long term.

1.1.4. How does the IP Strategy promote competition and prevent “vendor lock” for purposes of life-cycle
support?

Response

While this is a straightforward question, the response unfortunately is not. IP considerations are often com-
plex, and every Air Force procurement is unique. The IP Strategy lays out how the Air Force will acquire, sus-
tain, and maintain the system and promote competition where practical.

For example, consider that a new system is being procured by the Air Force, but the system depends heavily on
software (i.e., it contains a large amount of computer software source code and object code). The PMO via the
IP Strategy Integrated Product Team (IPT) conducts a cost analysis and determines that it would be much more
cost effective to have various vendors or government activities maintain, upgrade, and manage the computer
software source code and object code over the life cycle of that system.

The IPT develops a comprehensive IP Strategy document/plan to promote competition by:
¢ Including specific language in the RFP that states the requirement that the PMO deliver computer source
code and object code to other companies/vendors or government activities for purpose of maintenance,
upgrade, and management, and
¢ Including an evaluation factor addressing software deliverables and rights (e.g., that evaluated whether
the offeror would deliver the necessary computer source code and object code and how well the rights
the offeror agrees to grant to the Government meet this requirement.

The best solution addressing this requirement in the RFP would require the contractor to design the weapon
system consistent with Modular Open System Approach principles and then obtain the appropriate CDRL deliv-
erables (and government purpose rights (GPR) or unlimited rights (UR) to those deliverables).

For this to occur, the IP Strategy document/plan requires the proper CDRLs to be developed for the comput-

er software source code, object code, and documentation, and requires the mapping of each CDRL to rights
the Air Force would receive in the deliverables under that CDRL. Both the CDRLs and data rights mapping are
requirements of the RFP. Finally, the Air Force’s PMO reviews all data rights markings on the computer source
code, object code, and computer software documentation at time of delivery to confirm there are no noncon-
forming or unjustified markings. If any nonconforming or unjustified markings are included on the deliverables,
the PMO pursues the contractual remedies to address the contractor’s contractual failure so that the Air Force
can provide properly marked deliverables to another contractor to use, maintain, or upgrade the computer
software source code and object code.

The Strategy
To prevent “vendor lock” and promote competition/organic sustainment, the PMO should:

Step 1: Establish an IPT, consisting of a cross-functional team of SMEs and led by a data manager with a strong
background in IP and IP rights. IPT members should be knowledgeable in technical data and computer soft-
ware, IP rights, the system’s architecture (both hardware and software), and why the data are needed.



Step 2: Issue a data call to identify what data are necessary for sustainment and future competition of the
system or subsystems. Consider whether specially negotiated licenses could be used effectively to support the
product support strategy. Figures 1 and 2 present flow charts that the IPT could use to determine the delivera-
bles and required rights.

Step 3: Conduct a Data Requirements Review Board in accordance with DoD 5010.12-M to ensure the data and
software requirements in the IP Strategy are authenticated. Questions to be presented include: “What data are
needed? Why the data are needed? For what purpose will the data be used?”

Step 4: Conduct a cost analysis and determine the most cost effective means for maintaining, upgrading,
and managing the system over its life cycle. Consider options including the original equipment manufacturer
(OEM), other sources, or government activities.

Step 5: Include the IPT’s plan to promote competition in the Acquisition Strategy and the LCSP, addressing all
functional areas (i.e., logistics, engineering, cost, program management, risks, testing, and contracting docu-
ments (SOW/RFP/Contract/CDRLs)).

Step 6: Develop the proper CDRLs for technical data and computer software (e.g., source code, object code,
executable code, and documentation).

Step 7: Prior to entry into Milestone A or B, integrate the IP Strategy into the RFP and any applicable program-
matic documents. Within the Source Selection Plan, consider requiring delivery of technical data, computer
software, contract and management data the IPT has identified as necessary, and evaluation factor(s) assessing
the associated rights the offeror proposes to provide.

Step 8: When drafting the SOW, RFP, and contract:

¢ Include specific language in the RFP explaining the technical data and computer software requirements,
including whether the PMO will need to provide data or source code to other companies or government
activities;

¢ Require offerors to implement a Modular Open Systems Approach to acquire a system with severable
modules that the program can compete separately and interfaces developed to open standards (see sec-
tions 1.1.5. and 1.1.6. discussing Modular Open Systems Approaches);

* Require, via CDRLs, delivery of all mandatory technical data and computer software. For example, include
CDRLs with data item descriptions requiring delivery of interface control documents and application pro-
gramming interfaces (e.g., for computer software IEEE STD 12207);

e Require offerors to include in their proposals a list/table mapping CDRLs to rights the Air Force would
receive in the deliverables;

¢ Include the Deferred Delivery clause (DFARS 252.227-7026), which allows the Air Force to defer delivery
of identified technical data or computer software deliverables, as well as the Deferred Ordering clause
(DFARS 252.227-7027) in the model contract if appropriate;

¢ Include in the RFP the mandatory Data Rights Assertions clause (DFARS 252.227-7017), which requires
offerors to identify all noncommercial technical data and computer software that will be delivered to the
Air Force with less than UR;

¢ Consider modifying the data rights assertions requirements (e.g., via special H clause, to mandate that
offerors provide assertions for commercial technical data and commercial computer software in the same
format as for noncommercial deliverables and submit any licenses for commercial software with their
proposal); and

e Ensure a CDRL requiring delivery of a data accession list is included in the model contract.



Step 9: Prior to releasing the RFP, conduct an Industry Day to clearly articulate requirements for technical data
and computer software delivery and the associated rights desired. Provide industry with opportunities to offer
feedback on all IP issues.

Step 10: Use industry feedback to revise the RFP.

Step 11: Thoroughly train all members of your technical evaluation team to ensure understanding of the re-
guirements and evaluation factors related to technical data, computer software, and associated rights.

Step 12: Engage in meaningful discussions during the evaluation to ensure the evaluation team understands
the offerors’ proposed delivery of technical data, computer software, and associated rights.

Step 13: After award, create a spreadsheet (see Figure 3 as an example) to list the Work Breakdown Structure
(WBS) elements of the new system. Each element will map to:

e The data or software needed (depot, intermediate, organizational maintenance)

¢ The specific drawing number or computer software source code version

¢ The specific IP rights license to that drawing or computer software source code version

Step 14: Before acceptance of deliverables, the PMO reviews all data rights markings on the technical data or
computer software to identify any nonconforming or unjustified markings. If the deliverables contain any non-
conforming or unjustified markings, the PMO should pursue contractual remedies to address the contractor’s
failure to meet contract requirements and require the contractor to provide properly marked (or unmarked)
documents.

Figure 1. Determining IP Needs
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Figure 2. Product Data and Data Rights Decision Tree
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1.1.5. How do | implement a Modular Open System Approach (MOSA) within the Program Office?

Response

The purpose of MOSA is to increase competition among system developers through the use of open standards
and published interfaces. “Open standards” are widely accepted and supported standards set by recognized
standards organizations or the marketplace. These standards support interoperability, portability, and scalabili-
ty and are available to the general public at no cost or with a moderate license fee.

The goal of MOSA is to prevent vendor lock, or vendor lock-in. This is the situation in which a PMO depends on
a single manufacturer or supplier. The organization cannot compete the associated work or obtain substitute
supplies from another source (contractor or organic) without unacceptable costs or administrative burden. This
dependency is typically a result of standards that are controlled by the vendor (i.e., manufacturer or supplier)
or limited access to information due to a previous contractual relationship. These vendor lock situations are
analogous to allowing the vendor to have some level of monopoly power in the marketplace, and may put the
PMO at a significant disadvantage in obtaining competitive pricing.

Figure 4 provides a high-level flow depicting the goals, approaches, and business approaches in implementa-
tion of MOSA.

Figure 4. Implementing MOSA
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Cosrt Savings

Open Interfaces
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Supporting the goals for MOSA implementation

are methods, processes and tools which underpin the approach

Over the past two decades, the DoD has become aware that a weapon system'’s architecture can be designed
to significantly enhance the DoD’s ability to achieve agility, rapid capability enhancement, interoperability,
increased competition, and lower costs over the life cycle of the program. As a result, DoDI 5000.02 Change 3
now requires, to the maximum extent feasible and cost effective, program managers to apply an “open” sys-
tems approach to design development that results in modular, interoperable systems that allow components
to be added, modified, replaced, removed, and supported by different vendors throughout each system’s life
cycle, thereby reducing dependency on the original developer’s data.

In recent years, Congress has enacted several provisions affecting DoD’s rights in technical data and imposing
related requirements. These have included provisions setting forth directions and requirements for DoD to
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implement MOSA in major defense acquisition programs, as well as establishing rights in certain major system
interfaces used in a MOSA (e.g., FY17 NDAA Section 805 (10 USC 2446a and 2446b); FY17 NDAA Section 809
(10 USC 2320(a)(2)(F) and (a)(2)(G)). As of the date of publication of this Guide, these changes have not been
implemented in the DFARS. Due to the complexity of this area and ongoing statutory and regulatory changes, it
is strongly recommended that any program that may be subject to these requirements consult legal counsel as
soon in the planning process as possible to determine any program impacts that may result from these
changes.

The Acquisition Strategy document of the weapon system should identify where, why, and how a MOSA will or
will not be used in the program.

If the PMO pursues a MOSA, the RFP and resulting contract must also contain the appropriate MOSA language.
Although somewhat dated, one reference that may assist the PMO and Contracting Officer in implementing
MOSA is the Open Systems Architecture Contract Guidebook for Program Managers, Version 1.1, May 2013.
This Guidebook should be used by the acquisition community to incorporate MOSA principles and practices
into the acquisition of systems and services. The Guidebook provides contract language to capture the benefits
of an open architecture and an open business model to increase opportunities for competition and improve
access to innovation.

The Strategy

The Acquisition Strategy document of the weapon system should identify where, why, and how a MOSA will or
will not be used in the program. If the PMO pursues a MOSA, the RFP and resulting contract must also contain
the appropriate MOSA language. Specific considerations include:

Step 1: Maximize Competition. The program should compete any of the current work that can be done by
other contractors. Possibilities for competition for post-Milestone C vendor-locked programs include system
upgrades, technology insertion, operations and maintenance support, training, and other sustainment activity.
Secondary benefits to maximizing competition include motivation of an incumbent to improve performance,
reduce costs, or accelerate schedule and motivation of competitors to maintain competitive capabilities and al-
ternatives. To be effective, however, there must be a credible opportunity for the work to go to another vendor
through competition.

For new programs, a key strategy to prevent vendor lock includes openly communicating PMOQO’s intent to max-
imize competition throughout the program’s life cycle. At a minimum, this should be included in the Acquisi-
tion Strategy. Even if an incumbent remains as the prime contractor, the mere possibility of competition when
clearly articulated should lead to secondary benefits.

Step 2: Establish a Flexible Contracting Approach. Use a performance-based contracting approach to acquire
open interface standards. The Open Systems Architecture Contract Guidebook for Program Managers provides
some useful recommendations. For more general information on performance-based contracting, see DoD
Standardization Document (SD) 15, Guide for Performance Specifications, Defense Standardization Program
August 24, 2009. This approach calls for offerors to propose a plan describing how they will produce open-ar-
chitecture-compliant software. Additionally, refer to MIL-STD-961E and MIL-HDBK-520A for more guidance.

Use a detailed specification contracting approach to acquire open-interface-standard-compliant software
based on a specified standard such as the Air Force Open Mission Standard (OMS), Future Airborne Capability
Environment (FACE), or Sensor Open Systems Architecture (SOSA).

Step 3: Require Delivery of Data with Appropriate Rights. Contracts that require delivery of technical data or
computer software should include specific delivery requirements for all data or software, with the appropriate
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level of rights, necessary to meet the program’s requirements for the life cycle of the program. For hardware,
the Air Force, regardless of the source of funding, is entitled to UR to technical data that is form, fit, and func-
tion (FFF) data (e.g., interface data) or technical data necessary for operation, maintenance, installation, and
training (OMIT) that is not detailed manufacturing or process data.

In some cases, however, programs have failed to complete the necessary first step to being able to exercise the
Air Force’s rights as a means to break a vendor lock relationship: to order or include delivery requirements for
technical data or computer software, including data or software produced by Government-funded develop-
ment tasks, FFF data, OMIT data, etc. By requiring delivery of this data and software, the PMO may be able to
break out of vendor lock situations and compete for some supplies/services. For those programs that may be
trying to prevent vendor lock, ensuring that contracts contain the appropriate language for delivery of neces-
sary technical data and computer software up front is vitally important.

Step 4: Develop a Common Architecture. A common architecture can be developed across a product line or
similar Programs of Record. In order to get the most benefit, preventing vendor lock, a common architecture
should typically be completed early in the course of acquisition planning. By developing a common architec-
ture design across a range of products or similar Programs of Record, a program manager can expand the
potential for competition, with more opportunities to compete across a standardized, well defined, common
architecture. This approach will permit economies of scale and improved learning to enhance prospects for
innovation and reduced costs.

1.1.6. My Program Office is planning to use a Modular Open System Approach (MOSA) for our next acqui-
sition. | know that interface data is critical in effectively implementing a MOSA. How can my Program Office
acquire and manage the necessary interface data?

Response

Reviewing a few definitions may be useful. 10 USC 2446a, Requirement for modular open system approach in
major defense acquisition programs; definitions, provides definitions for a Major System Component, Major
System Interface, and a Major System Platform.

Major System Component
A high-level subsystem or assembly, including hardware, software, or an integrated assembly of both, that can
be mounted or installed on a major system platform through well-defined major system interfaces.

Major System Interface

A shared boundary between a major system platform and a major system component, between major system
components, or between major system platforms, defined by various physical, logical, and functional char-
acteristics, such as electrical, mechanical, fluidic, optical, radio frequency, data, networking, or software ele-
ments, that is characterized clearly in terms of form, function, and the content that flows across the interface
in order to enable technological innovation, incremental improvements, integration, and interoperability.

Major System Platform
The highest level structure of a major weapon system that is not physically mounted or installed onto a higher
level structure and on which a major system component can be physically mounted or installed.

The term “interface” is often used when discussing MOSA, although the precise meaning given to the term
may vary.

Interface
The functional and physical characteristics required to exist at a common boundary or connection between
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persons, between systems, or between persons and systems; or,

A system external to the system being analyzed that provides a common boundary or service necessary for the
other system to perform its mission in an un-degraded mode (e.g., a system that supplies power, cooling, heat-
ing, air service, or signal inputs). (Source: International Organization for Standardization/International Elec-
trotechnical Commission/Institute of Electrical and Electronics Engineers (ISO/IEC/IEEE) Standard 24765:2010:
Systems and Software Engineering — Vocabulary)

Another definition of an interface:

An interface is a place at which independent systems or components thereof meet and act or communicate
with each other. An interface is characterized by two terminals, each touching one element in the system archi-
tecture or environment, and a media of communication. The interface is completed between these terminals
via an interface media such as physical contact, electrical signals in wiring, fluid flow in plumbing, or a radio sig-
nal in space. The interface is not the media itself, rather the functionality facilitated by the media. Every inter-
face in a system can be said to have a source, a destination, and a media. (See, System Requirements Analysis,
Jeff O. Grady, 2006)

Figure 5 is a graphical representation of an interface: two terminals (on-board computer and sensor suite) with
the media between the two terminals (28-volt direct current).

Figure 5. Top Level — Schematic

On-board 10 ~ Sensor

Computer Suite

Form, Fit, and Function (FFF) Data

The DFARS defines FFF data as technical data that describes the required overall physical, functional and per-
formance characteristics (along with the qualification requirements, if applicable) of an item, component, or
process to the extent necessary to permit identification of physically and functionally interchangeable items.

An example of an everyday system that uses open standards for interfaces to allow maximum use of a com-
mercial system (your home phone) is shown in Figure 6. The phone is wired into a wall plate via a phone
connector (RJ-11) and wire. Since all the interfaces that connect the phone to the wall plate are designed to
comply with commercial standards, numerous manufactures can supply a phone that a customer can buy and
plug into the wall plate and voila it works! Customers do not need to worry about whether their phone will be
compatible with the wall plate because the interfaces are standard. This allows consumers to buy any num-
ber of phones produced by different manufacturers at various costs and with various functions to meet their
specific needs. The open standards allow manufacturers to compete for customers for their phones, leading to
decreased prices and/or improved designs and upgrades.
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Figure 6. Phone Interface

Pursuant to DFARS clauses current as of the publication of this Guide, FFF data is delivered to the government
with UR regardless of the funding source for development of the data. (Note: This automatic grant of rights
applies only to data, not computer software.) Since all interface technical data fall within the definition of FFF
data, the Air Force receives UR in all delivered interface data. Examples of such interface data include interface
control documents, interface requirement specifications, and control drawings (as defined in the American So-
ciety of Mechanical Engineers (ASME) Standard Y14.24-2012, Types and Applications of Engineering Drawings).

The Strategy

The contractor’s design approach should result in modules with minimal dependencies on other modules
(loose coupling), as evidenced by simple, well defined interfaces. This approach should ensure that changes

to one module will not necessitate extensive changes to other modules, facilitating module replacement and
system enhancement. The program should require delivery of documentation describing the approach used to
determine the level of coupling and the design trade-off approach:

Step 1: Require delivery of all interface technical data.

Step 2: Review deliverables to ensure that no noncommercial interface technical data is delivered with restric-
tive markings (it should not contain any restrictive data rights markings as it is FFF data subject to UR).

Step 3: Evaluate interface design and management during a source selection. For example, include an evalua-
tion factor requiring the offeror to describe how it will clearly define component and system interfaces, and, at
a minimum, requiring the offeror to address the following:
e Describe how it will define and document all subsystem and configuration item-level interfaces to provide
fully functional, physical, and electrical specifications.
¢ |dentify processes for specifying the lowest level (i.e., subsystem or component) at and below which it
intends to control and define interfaces by proprietary, vendor unique standards, as well as the impact of
those standards on the proposed modularity and logistics approach.
e Describe interfaces including, but not limited to, mechanical and electrical (power and signal wiring).
e Address the interface and data exchange standards between the component, module or system, and the
interconnecting or underlying information exchange medium.
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1.2. Identifying Intellectual Property Requirements

To say identifying IP requirements is a challenge would be an understatement. If ever there was a Goldilocks
exercise in defense acquisition, identifying IP requirements is it. The DFARS disallows requiring “all the data.”
But experience shows that while having too many requirements may be costly and useless, having insufficient
data negatively impacts life-cycle support. The goal is to establish requirements that are not too much, not too
little, but just right.

For these reasons, data acquisition planning is critically important. Not only does this process involve a range
of people representing different functional disciplines, but it also requires answering such questions as: What
does the program need to accomplish for life-cycle support? Who should be involved when making these
determinations? In view of these needs, what technical data and computer software should be acquired to
meet them? How is this best done? Once these requirements are specified, how will the Government measure
and assure contractor performance? Beyond that, how will these materials be used, updated, and maintained
throughout the life cycle?

None of these questions are easily answered, especially in the pre-acquisition phase. The questions that follow
should provide a useful start to PMOs as they begin their acquisition planning, which is only really a start. Just
as planning never ends in the acquisition life cycle, so will needs for technical data and computer software
change over time. Plans should be updated accordingly.

1.2.1. How do | assess my program’s short- and long-term IP requirements? Is there a best practice for en-
suring that the necessary and proper data and software for life-cycle support are identified and received?

Response

Establishing and conducting a Data Call (see DoD 5010.12-M, Chapter 2) is a best practice for ensuring that
necessary and proper data and software are obtained. The results from the Data Call will determine the data
needs and requirements for the design, testing, production, operations, maintenance, and logistics support
over the life cycle. The results of the Data Call will also enable the PMO to prepare CDRLs with the appropriate
Data Item Descriptions (DIDs) for inclusion in the RFP and resulting contract.

The Strategy

Step 1: Develop a Standard Operating Procedure (SOP) within the PMO to describe the process to conduct a
formal Data Call. Figure 7 provides a graphical representation of a high-level data process that includes a Data
Call.
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Figure 7. High-Level Data Process
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Step 2: Involve all SMEs from all functional areas that support the weapon system. A partial list of SMEs in-
cludes logistics, systems engineering, software engineering, test and evaluation, and management.

Step 3: Ensure the SMEs are thoroughly trained in the procedures for conducting a Data Call.

Step 4: Select a data manager to facilitate the identification of technical and computer software to order and to
lead all efforts during the Data Call, with specific points of contact for each functional area. For example,

e Depot/item managers for a given part, system, or subsystem

e The Product Support Manager for all logistics data required

¢ A Lead System Engineer for all technical and computer software data requirements.

¢ |f the PMO does not know what to order and a depot has not yet been tasked with pre-depot planning
support, identify SMEs who have experise in determining delivery and rights in technical and computer
software needed for sustainment and to enable a follow-on competitive procurement.

Step 5: SMEs should review the following primary documents for the inputs on the Data Call: Acquisition Strat-
egy, Life Cycle Sustainment Plan, Systems Engineering Plan, Test Evaluation and Master Plan and the IP
Strategy.

Step 6: Each SME should identify and justify specific, minimum essential technical data and computer software
delivery and rights requirements based on the intended use of each deliverable for each future task.

Step 7: The Data Manager will use the responses to the Data Call to establish technical data and computer
software deliverables and rights that must be implemented as contractual requirements. Look at the current
contract developmental and production tasks and see whether future task data needs overlap with current
task data outputs. For software-intensive programs, the IEEE STD12207 is an excellent reference that lists all
developmental tasks and outputs of such tasks. Consolidated requirements are reviewed at several manage-
ment levels, any one of which may challenge the need for technical data or computer software or question
their absence.

Step 8: Request anyone challenging the technical data or computer software deliverables or rights to do so
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in writing to the Data Manager. Table 1 shows a notional “functional swim-lane” for each SME to analyze to
determine what data is necessary and proper for design, testing, production, operations, maintenance and
logistics support.

Table 1. SME Notional “Swim-Lane” Data Analyses
(not all SMEs are listed nor are all data analyses shown)

(o P o s e B e o i e

Product Support Analysis  Product Support Analysis  Software source code Test Plans Work Breakdown Structure
(LORA, FMECA, RMC) (LORA, FMECA, RMC)
Training Technical Baseling Software Support Agent Teest Results Integrated Master Schedule
Provisioning Technical Reviews Architecture Cybersecurity testing Earned Value Management
Obsolescence Interfaces Docurnentation (ie., Interoperability testing  Risk Management
Software Development Plan)

Depot Repair MOSH Metrics Modeling & Simulation  Trip Reports
Cataloging Design & Development Software Reviews Software testing
Spares Changing Technalogy Software Tools Verification/Validation
Disposal Technical Performance

Measures

Step 9: Develop the proper and necessary CDRLs based on the data needs and requirements for sustainment
as derived from the Data Call. Note, many DIDs are out-of-date, so tailor existing DIDs or create new DIDs as
required.

1.2.2. What is the role of a Data Manager within the PMO, and how does the Data Manager support techni-
cal data and computer software acquisition?

Response

A Data Manager is trained and designated as the principal focal point within a program and is responsible for
ensuring compliance with the policies and procedures outlined in DoD and Air Force policy and guidance. Fig-
ure 8 identifies the responsibilities of a Data Manager to ensure that the proper and necessary data is accept-
able, acquired, and stored.

Figure 8. Data Manager Responsibilities
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In general, the Data Manager should be the PMQ’s lead for all data tasks. If a Data Manager is not available,
the PMO should reach out to the Program Executive Officer to request a Data Manager be “matrixed-in” to
support the program. The Data Manager should reach out to all functional areas regarding technical data and
computer software requirements, and provide or obtain necessary training for team members. Team members
should know, for example, how to complete the DD Form 1423 to specify a pre-formatted contract data re-
guirement. A Data Manager should lead the cross-functional teams for Steps 1 through 7 as shown in Figure 9.
The Data Manager must be involved in developing the IP Strategy, Acquisition Strategy, and the LCSP. The Data
Manager should work with the Product Support Manager to conduct the necessary Product Support Analysis,
the results of which will support the data requirements for the PMO.

The Data Manager has the following specific responsibilities:

¢ Facilitates the timely and economical acquisition and availability of technical data and computer soft-
ware, including delivery and rights.

e Ensures that only essential requirements for supporting the program are included on the contract.

e Ensures that technical data and computer software delivered conforms to the contract’s requirements.

¢ |dentifies and catalogs all valid requirements for technical data and computer software and associated
rights for inclusion in the contract.

¢ |dentifies and provides a repository for all contractor-delivered technical data and computer software.

Figure 9. Data Manager Interaction within the PMO

1.2.3. Is there any current process that the Air
Force PMO can perform to assist in receiving the

necessary technical data and computer software
fcer ficer’ with the required level of rights?

Administrative Procuring

Response

One way to meet this requirement is to mandate
that the contractor deliver technical data or comput-
er software by inclusion of a CDRL in the contract.

Configuration
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Manager Engineer
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‘C.W.Q'SB".'W”“ g’"g“Tf’iqm' cal data or computer software that meets specific
IEnng o E%p.ﬂfﬁh"." approval and acceptance criteria. The Data Require-

ments Review Board (DRRB) reviews the acquisition
to ensure all requirements for technical data and computer software are properly captured and documented in
appropriate DIDs in a CDRL attached to the contract.

The Strategy

Step 1: The PMO should develop an SOP describing the required CDRLs and the process to determine technical
data and computer software and associated rights requirements for the acquisition, as well as establishing a
DRRB. Refer to Figure 10, a high-level process for the acquisition and review of technical data and computer
software. (This Issue Paper addresses Steps 4 and 5.)
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Figure 10. High-Level Data Process
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Step 2: The SOP should include procedures to ensure all SMEs are trained in preparing tailored CDRLs. This
training should be accomplished before development of CDRLs and should include training in determining
technical data and computer software deliverables and rights requirements (Step 4 in Figure 10).

Step 3: The results from the Data Call (Step 3 in Figure 10) will determine the technical data and computer

software needs and requirements for the sustainment of the weapon system. These results guide development

of the CDRLs. Figure 11 (sourced from DoD 5010.12-M) identifies the timing of CDRL preparation within the
acquisition process.

Figure 11. Data Acquisition Process
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Step 4: After all CDRLs are drafted, the DRRB should meet to review CDRLs and the SOW/Performance Work

Statement (PWS) (Step 5 in Figure 10). The DRRB reviews all data and functional requirements to ensure that
requirements are appropriate to the contract’s objectives, and in accordance with the life-cycle needs estab-
lished by the Acquisition Strategy, LCSP, and the IP Strategy. The DRRB verifies the following:

e The CDRL is required for acquisition and sustainment of the weapon system so that only the necessary
and proper technical data and computer software is being procured.

e The CDRL (DD Form 1423, Contract Reference — block 5) aligns to the applicable SOW/PWS paragraphs so
that all technical data and computer software requirements are traceable to the contract.

e The CDRL is properly completed per DoD 5010.12-M.

e The DID been tailored in block 16 of the CDRL or a one-time DID has been prepared and approved in
accordance with MIL-STD 963C and DoD Manual 4120.4 if necessary.

¢ The approval requirements, delivery dates, and deferred ordering or delivery of technical data and com-
puter software are reasonable, consistent with program schedule, and have been properly specified on
the CDRL.

e CDRL authors make all the necessary corrections and updates directed by the DRRB.

Step 5: Draft minutes for each DRRB meeting, document the approval or reasons for disapproval of all CDRLs
submitted for review, and list all action items assigned at the meetings.

1.3. Other Data Acquisition Topics

1.3.1. What is the Data Accession List (DAL) and how should | use it? How does the PMO know which techni-
cal data and computer software items to order after initial contract award, and how is this done?

Response

The DAL refers to a CDRL deliverable in which a contractor is required to identify all technical data and comput-
er software a contractor or subcontractor has generated in performance of the contract. With this information,
the PMO can identify technical data and computer software items for future ordering, such as via the Deferred
Ordering Clause at DFARS 252.227-7027 or under existing terms in the contract or an appropriate contract
modification.

Whereas CDRLs generally identify the technical data and computer software deliverables the contractor must
provide to the Government, the DAL identifies internal contractor data generated over the course of contract
performance that the Government may request the contractor to make available, may have delivered pursuant
to a term of the contract, or may require as a deliverable by negotiating an appropriate contract modification.

Another way to gain insight is to use contract performance data such as the Integrated Master Schedule and
Contract Work Breakdown Structure to link the SOW to hardware and software items being developed on the
contract. When government funding can be associated with the development of these items, then ordering the
technical data and computer software pertaining to them that has been generated during performance of the
contract can be helpful for life-cycle management.

Also, the details found in contract performance information and the DAL can be used to develop a compelling

narrative about Government funding for development of the ultimate end item. This can be particularly helpful
in providing the Government’s rights in technical data or computer software in future negotiations or disputes.
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The Strategy

Step 1: Include the DAL (DI-MGMT-81453B) as a CDRL on the contract and as a requirement in the SOW. In-
clude this CDRL among the other requirements for contract performance information (such as the IMS or
WBS).

Step 2: When including the DAL in the SOW, include language requiring that preliminary data, work-in-progress
information products, and final information products be identified on the DAL when generated. This require-
ment should be specified in Blocks 10-13 of the CDRL Form 1423.

Step 3: Consider including language in the SOW requiring the contractor to deliver data or computer software
included on the DAL within a reasonable time after receiving a written request from the Government identify-
ing the items to be delivered. Include language limiting compensation for delivery to the cost of converting the
data or computer software into the prescribed form, for reproduction and delivery.

Step 4: Review the DAL when it is delivered to identify technical data, computer software, and other informa-
tion being generated as part of the contract in view of your life-cycle objectives. Verify that the DAL includes
the required identification of Government rights for each item included.

Step 5: Use the information gained in Steps 1 and 2 to evaluate the contractor’s original assertions and initiate
a challenge through the Contracting Officer if the reported information indicates that the asserted restriction
may not be justified.

Step 6: When the PMO has a requirement for any technical data or computer software being generated under
the contract or otherwise being reported as created with government funds, initiate an appropriate contract
action or contract change through the Contracting Officer to have those items delivered.

1.3.2. How can the PMO use other contract deliverables, such as the Work Breakdown Structure (WBS), to
obtain technical data and computer software needed for life-cycle support?

Response

The WBS (see MIL-STD-881D) is a tool that displays and defines the product, or products, to be developed or
produced under a contract and relates the elements of work to be accomplished to one another and to the
end product. In other words, the WBS is a product-oriented representation of the contract. When a combina-
tion of hardware and software items are being assembled and delivered as an end item, the WBS will display
that information in a hierarchical manner. As shown in Figures 12 and 13, the WBS focuses on system com-
ponents and their configuration, and may include subsystems, items or modules, components, configuration
items, and computer software configuration items and the interfaces between them.

Figure 12. WBS Graphical Representation
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Figure 13. Unmanned Aerial Vehicle Work Breakdown Structures
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By adding levels of indenture to the end product as represented in the WBS, one can perform a more detailed
assessment of how the end item, its subsystems and components, and interfaces were developed. In this way,
components and interfaces an offeror asserts were developed exclusively at private expense can be isolated
from components and interfaces that were not developed exclusively at private expense. This will make it easi-
er for the Government to determine what rights it should receive to the technical data and computer software
associated with the end item.

The WBS is a powerful tool for visualizing the end item to be developed and its subsystems, components, and
interfaces, in order to provide more information when acquiring technical data and computer software acqui-
sition. What follows is one way a PMO can use the WBS to shape the portions of an RFP related to data and
software, and to identify the level of rights the Government is entitled to receive. By beginning with the WBS,
the PMO can construct a table for managing data rights assertions and for pricing. Similar tables can be created
for production (spares) and product support (maintenance).

Table 2. Notional Table of Noncommercial Technical Data for System-Only IP Rights

Column 1 | Column 2 | Column 3 | Column 4 | Column5 | Column 6 | Column 7 | Column 8 | Column 9
CDRL Data Item | CDRLTitle CDRL SOW CLIN WBS Govern- Offeror
Number | Description Subtitle Reference Element ment Assterted
Needed Rights
Rights
The Strategy

Step 1: The PMO creates the end item’s WBS using MIL-STD-881D.

Step 2: The PMO issues a Data Call and completes a DRRB in order to finalize CDRL content. The PMO then
populates Columns 1-7 of Table 2.

Step 3: The PMO develops the product support strategy for each component (e.g., competition, sole-source)
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identified in the WBS and includes that information in the Acquisition Strategy and LCSP.

Step 4: The PMO populates Column 8 of Table 2 based on the results of the DRRB and Acquisition Strategy,
identifying the CDRLs to be included in the contract and what IP rights must be obtained in those CDRLs. With
respect to those components for which the PMO intends to compete maintenance/sustainment, the PMO
performs market research to determine whether that item was developed exclusively at private expense,
documents the results of that analysis and market research in the Acquisition Strategy, and then compares the
results of that analysis to the information contained in Column 8 of Table 2 to determine the probability that
the PMO will be able to compete maintenance/sustainment of that component identified within the WBS.

Step 5: The Contracting Officer includes the following information in the RFP:

e CDRLs validated during the DRRB.

¢ |P Rights Section J attachment that identifies the particular level of rights the Government requires to
specific content to be delivered in each CDRL.

e Section L instructions stating that, if an offeror intends to assert any restrictions on the DoD’s ability to
use, release, or disclose a CDRL to non-Government employees, that offeror must (1) identify the lowest
level of indenture in its proposed Contractor WBS wherein that item will reside; (2) identify what text in
that CDRL requires delivery of the item of technical data or computer software that describes its technical
baseline to which the asserted restriction pertains; and (3) for technical data, explain why that item does
not fit within any of the statutory or regulatory provisions that entitle the DoD to acquire unlimited/unre-
stricted rights in that technical data irrespective of whether that technical data was developed exclusively
at private expense.

e Section M evaluation criteria stating that the Government will evaluate the extent to which (1) the infor-
mation provided by the offeror supports its position and (2) the offeror’s proposed IP licenses will satisfy
the Government’s minimum needs.

Step 6: The PMO evaluates the information provided by the offeror in response to the Section L instructions
in accordance with Section M. Specifically, the PMO should populate Column 9 of Table 2 and compare those
results to the information contained in Column 8 of Table 2. If essential for the successful completion of the
procurement, the Contracting Officer can request during discussions that records be provided substantiating
that the item, component, or process was developed exclusively at private expense. Upon receipt of those
substantiating records, the PMO determines the validity of that asserted restriction.
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Chapter 2 - Intellectual Property in Source Selection

In a source selection, offerors are required to include an attachment to their offers that identifies noncommer-
cial technical data or computer software that will be furnished to the Government with restrictions on use,
release, or disclosure. It is critical, prior to issuing the solicitation, that the PMO identify all data and software
deliverables that may be required to execute the program, including meeting future life-cycle needs, to put of-
ferors on notice to make these assertions. When the PMO does these things, the program’s technical data and
computer software requirements will be evident in the source selection documentation.

A program’s source selection documents should reflect the PMO’s analysis of the program’s plans for mainte-
nance and sustainment of the systems, subsystems, and components making up the product baseline. Ulti-
mately, these plans will be translated into contract requirements that include CDRLs for delivering specific data
and software items and making other items available for life-cycle support. Unless the PMO has fully analyzed
its life-cycle needs, communicated those needs in the solicitation, and translated them into contract require-
ments, the program is at high risk of being subject to “vendor lock” for the life cycle. And, as experience has
taught, vendor lock makes it more likely the Air Force will be unable to operate, maintain, and sustain the
system in a cost effective manner, to meet the statutory and regulatory requirements associated with depot
maintenance (e.g., competition, Core depot maintenance, 50/50), and to satisfy the warfighter’s readiness
requirements. This chapter aims to help PMOs pull their varied efforts together into a successful Acquisition
Strategy and source selection, which begins by deciding how IP will fit into the effort.

2.1. Why should a PMO evaluate the IP rights an offeror proposes or otherwise asserts as
part of a source selection?

Response

Evaluating the IP rights an offeror proposes, either in the form of a license or on the basis of restrictive asser-
tions, will enable the PMO to make informed decisions about how the substance of the proposal is likely to
impact the life cycle. This includes assessing the likelihood of “vendor lock” for its duration.

A case in point can be made with software. Air Force weapon systems are increasingly software intensive. As
shown on Figure 14, the F-35 aircraft has about 9 million software source lines of code and nearly 90% of its
functionality relies on computer software. Likewise, the KC-46 aircraft has even more software—approximately
15 million software source lines of code. Yet, the value in computer software is not only in its functionality, but
in the ability to adapt it readily in response to future needs. The license rights available in the software will de-
termine whether making these changes can be done only by the original source, by an organic software team,
by a third party, of even via DevOps methodology, where the coding team is a blend of contract and govern-
ment talent.
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Figure 14. Flight Software Growth

As data and software in-
crease in importance, it is
becoming critical to obtain
appropriate rights in IP to
ensure life-cycle objectives
remain viable. Evaluating
this part of a proposal is an
enabler to this end.

2.2. What benefits can the PMO expect by evaluating IP rights in source selection, and how is
that best done?

Response
Some benefits of evaluating IP rights during source selection include:

1. Leveraging competition between offerors so the PMO can obtain the optimal solution for IP rights necessary
to meet life-cycle objectives, at a fair and reasonable price, and in a way that promotes determinations of best
value. Notwithstanding industry arguments that evaluating offerors’ IP rights in their proposals is a violation of
the 10 U.S.C. 2320(a)(2)(H) prohibition on requiring a contractor to relinquish rights in or refrain from offering
technical data in which the Government’s rights are restricted because an item was exclusively developed at
private expense, the Government is entitled to evaluate proposed solutions and select the one that best meets
its requirements. Further, not doing such an evaluation risks entering into a contract that does not fulfill the
agency’s requirements and ultimately failing to meet the mission.

2. Effectively communicating the need for technical data and computer software deliverables and the required
rights and the Air Force’s intention to pay for them. It also allows offerors to determine what they consider to
be a fair price for the Air Force to acquire those IP rights, but communicates that a price that is too great might
make the offeror’s total evaluated price too high to win the contract. This approach fosters competition during
all phases of the life cycle of the weapon system.

3. Easing the administrative burden of managing assertions, especially after contract award. While contractors
are allowed to change their assertions under limited circumstances after contract award, when the PMO evalu-
ates the assertions during the source selection, it is better positioned to limit changes to those assertions that
would have impacted the source selection decision. This can be extremely helpful for ensuring the “deal” does
not change after contract award based on new terms.

Consider this example of how using IP rights as an evaluation factor can preserve the PMOQO’s bargain during
program execution: as part of the proposal, Offeror A proposed to exceed the program’s minimum needs for
IP rights to a greater extent than did Offeror B, with both receiving an Outstanding Technical Rating as a re-
sult. Offeror C proposed the bare minimum for IP rights for the proposal to be acceptable and responsive and
received an Acceptable Technical Rating. Offeror A’s total evaluated price was slightly higher than Offeror B’s
total evaluated price, and Offeror C’s total evaluated price was significantly lower than both. After performing
a tradeoff analysis, the Source Selection Authority selected Offeror A’s proposal for award, as its technical su-
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periority was worth the price premium. The Source Selection Authority documented that Offeror A’s superior
IP rights offer was the most significant factor in the results of the tradeoff analysis. Two years later, the award-
ee (Offeror A) attempted to update its assertions based on inadvertent omissions, but in so doing, proposed

to deliver critical technical data deliverables subject to a lower level of rights than previously proposed in
response to the RFP. Given the evaluation criteria in the RFP, if the awardee had made those additional as-
sertions in its proposal, its Technical Rating would have been Acceptable (at best), and therefore the tradeoff
analysis would have resulted in its technical solution not being worth the price premium. Since the source
selection record indicated that the most significant factor in the awardee winning the contract was its proposal
for IP, the Contracting Officer can reject the new assertions as the Government can use the record to show that
the inadvertent omissions would have materially affected the source selection decision.

2.3. Are there basic steps a PMO can take to implement IP considerations in a
source selection?

The Strategy
Here is a simple two-step process for implementing IP considerations in a source selection:

Step 1: Review the program’s Acquisition Strategy, LCSP, System Engineering Plan, IP Strategy, and any addition-
al useful documentation to identify with particularity the PMQO’s minimum needs for IP and the source of those
needs (e.g., competition for the maintenance or sustainment of the weapon system, subsystem, and compo-
nents).

Step 2: Include the following factors in the evaluation criteria in Section M of the RFP: (a) a Technical Factor
evaluating the extent to which the offeror proposes to provide IP rights in deliverables necessary to meet the
Government’s requirements; and (b) a description of how the offeror’s proposed prices for IP rights will be-
come a part of the offeror’s total evaluated cost/price in the Cost/Price Factor.

2.4. How should an RFP be structured in order to acquire the necessary deliverables and as-
sociated IP rights to develop, produce, maintain, sustain, and dispose of the weapon system
in an enforceable contract?

Response

Once life-cycle objectives are known, requirements are identified, and the SOW/PWS properly scoped, the
PMO should begin specifying the CDRLs via DD Form 1423. Each CDRL will reference a DID specifying content
and format for the deliverable while also cross-referencing the tasking statements in the SOW/PWS. A contrac-
tor’s assertions should be based on these deliverables.

One of the keys to managing these assertions successfully, in addition to evaluating their life-cycle impacts, is
to ensure that assertions map only to the CDRLs that are required. Each assertion should map to a CDRL and
not be “parentless” in this regard. Also, to be better informed about the potential life-cycle impacts of these
assertions, the PMO can use the WBS methodology described in Chapter 1 to further map the assertions to in-
dividual elements of the product baseline. By doing these things, the PMO will be better positioned to reduce
unnecessary assertions, will ensure rights in individual CDRLs are clearly delineated, and will be prepared to
evaluate how those assertions could affect life-cycle objectives based on where they correspond to the prod-
uct baseline.
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The Strategy
Step 1: Identify deliverable content via DD Form 1423s and relate them to tasking statements in the SOW/PWS.

Step 2: Include assertions requirements in Section L of the solicitation by referencing DFARS 252.227-7017.
Also reference DFARS 252.227-7028 to ensure technical data or computer software previously delivered to the
Government can be clearly identified.

Step 3: Require the offeror to map any assertions to specific deliverables (refer to Section 5.1.4.). This will re-
duce the effort necessary after award to determine what license rights the Government acquired to a specific
deliverable, and it will make it easier to challenge markings that do not comply with DFARS requirements

Step 4: Require the offeror to map assertions associated with technical data or computer software to the WBS
element for the component described by that product baseline.

Step 5: Baseline the contents of a specific CDRL to a single level of license rights and specify them in Section J.
This will make it easier to determine what rights were acquired for specific deliverables.

Step 6: Assertions should be clear, definite, and associated with private development. If not all of these things
are present, use appropriate evaluation notices to ensure assertions are properly understood.

Step 7: If assertions are to be evaluated, include evaluation criteria in Section M. Include evaluation criteria
in the RFP that allow the Government to evaluate the extent to which technical data and computer software
subject to restrictions will satisfy the minimum needs of the program.

2.5. When should a PMO consider obtaining a specially negotiated license?

Response

There are numerous circumstances under which a PMO should consider obtaining a specially negotiated
license. These include where the standard license for technical data for a commercial item does not meet the
program’s needs, when an offeror’s assertions of private expense development will not allow the program to
meet life-cycle objectives, when the program believes it can trade rights for some items that may be unneces-
sary to meet life-cycle needs to get greater rights in other items that may be needed, or where the program
believes that the potential contractor(s) will not agree to deliver technical data or computer software to the
Government with the standard rights granted by the DFARS but may be willing to deliver technical data or
computer software subject to a lesser level of rights that will still meet the Government’s requirements. The
Air Force has a great deal of flexibility in negotiating IP rights in deliverables, but the DFARS does not allow the
Government to accept less than limited rights (LR) in technical data or restricted rights in commercial software.
The Government should also not agree to a position that unduly restricts competition.
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2.6. What should the PMO consider when deciding whether to evaluate IP as part of a source
selection? How can the PMO evaluate IP if it decides that is appropriate?

Response

One factor contributing to the Air Force’s difficulty in acquiring adequate technical data rights is the lack of
emphasis on evaluating technical data rights during source selection. AFI 63-101/20-101 requires source se-
lection to consider Government rights in data. The Government evaluates IP rights and other IP considerations
as part of the source selection by ensuring the RFP contains evaluation criteria that make it clear that IP rights
are a material requirement of the solicitation. The following questions and best practices are provided to assist
future source selection teams in procurement of appropriate technical data rights for the AF.

The Strategy
Step 1: In determining whether to include IP rights as an evaluation factor, the PMO should consider the nature
of the contract, including:

¢ Does the contract involve development of a new system?

e Does the contract involve modifications to an existing system or major components/subcomponents? If
so, are they minor modifications?

e Do we plan to compete follow-on work, sustainment, or upgrades for the system, components, or sub-
components?

e Was the development of an existing system, components, or subcomponents funded by the Government,
a contractor, or both?

e |s the system a commercial item?

e How would IP rights be evaluated?

e Does evaluating IP rights give one competitor an advantage or unduly restrict competition?

e |f separately evaluating IP rights is not appropriate or practical, can IP rights be considered as part of an-
other factor?

Step 2: Some questions to ask to determine whether Data Rights is a discriminator:
¢ How would you evaluate?
e Would there be a clear winner (i.e., does someone have an advantage going into the process)?

Step 3: Some basics to consider on creating a discriminator:

e For an item that was developed exclusively at private expense (and the concomitant assertions of lim-
ited/restricted rights), the Government can evaluate the impact on (a) other evaluation factors, (b) the
effects on competition for the item if it is to be procured in substantial quantities in the future, and (c) its
effect on the total value of the proposal, including potential life-cycle costs (10 USC 2305; 41 USC 253b;
DFARS 227.7103-10; DFARS 227.7203-10).

¢ Although assertions can be challenged as part of the evaluation process, it is probably better to evaluate
the impact of those assertions on the Government’s requirements as opposed to challenging the asser-
tions themselves in the pre-award stage, unless resolution of the assertion is essential for completion of
the procurement (DFARS 227.7103-13; DFARS 227.7203-13).
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Data rights can be used as a discriminator in a variety of ways:

1. Technical Factor

IP rights can be evaluated as part of the Government’s evaluation of technical proposals during either
tradeoff analysis or lowest price technically acceptable source selections. In the case of the former, the
Government will evaluate the extent to which offeror’s proposed IP rights satisfy the Government’s min-
imum needs. In the case of the latter, the Government would evaluate whether the offeror’s proposed IP
rights satisfy the Government’s minimum needs. In either case, those minimum needs and their pedigree
must be clearly stated in the RFP so as to demonstrate that those minimum needs are not unduly restric-
tive of competition.

If an offeror proposes to deliver IP rights associated with a commercial item, the Government should first
validate that the item satisfies the definition of a commercial item. If so, then the Government should
evaluate the IP rights proposed to determine whether it meets the agency’s needs and does not violate
Federal procurement law.

2. Past Performance Factor

The questionnaires associated with past performance references should ask about the offeror’s past
performance with respect to issues such as affixing nonconforming/unjustified markings to deliverables
and refusing to deliver content along with the IP rights it proposed to provide to that reference prior to
award.

The Government should review all relevant information in the Contractor Performance Assessment Re-
porting System for any instances where the offeror affixed nonconforming/unjustified markings to de-
liverables, or refused to deliver content along with the IP rights it proposed to provide to that reference
prior to award.

3. Price-Based Evaluation Factor

Price must be evaluated in every source selection. If the offeror fails to propose a fixed price for IP rights
where the RFP required a price be proposed, that failure to conform to material terms and conditions of
the RFP means the proposal is unacceptable and may not form the basis for award.

If the proposed IP rights will be furnished under a cost-reimbursable Contract Line Iltem Number (CLIN),
the Government must perform a cost realism analysis of those proposed costs and adjust the proposed
costs upward as appropriate. If the proposed IP rights will be furnished under a fixed price CLIN and the
Government stated it would perform a price realism analysis of that CLIN, then it must do so. In either
case, the Government must demonstrate its evaluation of the offeror’s proposed technical approach was
consistent with the offeror’s proposed costs or prices.

Offerors can be given a price credit for proposing to deliver greater IP rights and/or greater IP than the
Government’s minimum needs. But such a credit must be expressly identified in the RFP. Upon demand,
the Government must be able to explain how it calculated the amount of that credit.
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2.7. Are there any best practices the PMO can adopt in evaluating IP as part of a source
selection?

Response

A vari

Pre-R

RFP —

ety of best practices can be leveraged by the PMO to help improve IP evaluation.

FP

Determine requirements for technical data and computer software deliverables and associated IP rights
for all phases of the life of the program.

Use a data decision tree (Figure 2) to identify required technical data and computer software deliverables
and IP rights and document in a tool. Consider the system baseline, the rationale for rights in delivera-
bles. This will determine the language to be included in the RFP and inform the evaluation process.

Source Selection Considerations

Include IP Rights as a Technical Factor. Although the PMO cannot require a contractor to provide a higher
level of rights than provided by the regulations in technical data or computer software developed exclu-
sively at private expense, the PMO can evaluate whether and how well an offeror’s proposed IP rights
meet the PMO’s requirements. A pass/fail evaluation scheme could be construed to improperly penal-
ize an offeror for failing to offer a higher level of rights than provided by the regulations. Instead use a
tradeoff with ratings or consider a Value Adjusted Total Evaluated Price source selection approach, which
provides a monetized adjustment for an enhanced aspect of a proposal (i.e., identifying a specific value
beforehand that represents the better performance offered by a proposal and adjusting the offeror’s to-
tal evaluated price downward by that amount if that element of performance is offered). For example, an
offeror’s total evaluated price could be adjusted downward by $1 million (the value of the identified level
of rights to the PMO) if a certain computer software deliverable were delivered subject to GPR or UR.
Consider including a special clause that further defines what constitutes OMIT. The DFARS provide that
DoD automatically receives UR in technical data necessary for OMIT (that is not detailed manufacturing
or processing data (DMPD)), but does not define those terms. Including clear definitions of the terms in
the contract may limit future disputes over deliverables and rights. When identifying technical data deliv-
erables that are necessary for OMIT, consider the impact of DMPD. For example, could the contractor be
required to deliver those deliverables without DMPD or a separate version that does not include DMPD.
Consider including a special clause addressing commercial computer software licenses (see Figure 15).
The RFP should include an assertion table tailored to reflect any added RFP requirements (e.g., require-
ments to provide assertions for commercial technical data and commercial computer software, require-
ments to map assertions to CDRLs or statement of work/performance work statement paragraphs).
Consider requiring in the RFP that offerors use drop downs and prepopulation of Excel spreadsheets in
provided tables to ensure offerors properly complete assertions tables and for ease in reviewing and
evaluating those assertions.

Consider using specially negotiated license rights (SNLR) to incentivize agreements to deliver technical
data or computer software with the required level of rights. For example, extending the time period from
5 years to 10 years, during which the PMO will have GPR in certain deliverables. Any SNLRs and how they
will be evaluated must be identified in the RFP.

Describe the PMQ’s sustainment strategy for the life cycle of the program (i.e., organic, competition for
the system or subsystems). .

Include a priced option for delivery of specified technical data or computer software if appropriate.
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For source selection evaluation ease:

e |f a source selection has a large number of technical data and computer software deliverables, consider
use of a tool to organize the evaluation of technical data and computer software deliverables and rights.
For example, an Access Database system could be used as follows:

o Allow multiple evaluators and reviewers to evaluate assertions simultaneously;

Direct evaluators to review certain assertions;

Perform searches of key issues/items;

Identify assertion changes and issues during discussions;

Generate relevant reports;

Take advantage of assertion tables that are provided in Excel to input assertions data efficientl

into the tool

O O O 0O o
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2.8. What are some best practices for negotiating or creating appropriate source selection
criteria to ensure that | get the appropriate rights to support the noncommercial software
I’'m acquiring for the entire life cycle?

Response

Conforming noncommercial acquisitions to the DFARS regulations is challenging. A key issue is planning and
understanding the full life-cycle needs of the program, as these needs often change based on world events.
This challenge exists in both sole source and competitive acquisitions in areas such as requirements genera-
tion, acquisition planning, drafting the solicitation/RFP, proposal analysis (competitive and noncompetitive),
negotiation, award, and administration. Construction of the RFP is always difficult and can be complicated and
potentially contentious for IP rights issues. The real key is appropriate planning and discussions with the entire
IPT team as well as inclusion of some potentially nontraditional members to your IPT, such as logisticians and
software maintainers. Further, how an RFP is created, what is expected in a proposal under sole source, the
criteria used in a competition, and how the criteria are evaluated are all critical components of a successful
strategy.

Beyond getting the right players, it is important for the program manager/technical team and contracting team
to be in sync regarding the long-term needs of the program. What kinds of IP rights are necessary, and how
does one create flexibility and plan appropriately for the financing of such. For instance, for software created
under independent research and development (IRAD), the offerors proposed solutions in which one subcom-
ponent or subsystem has technical data that was created with IRAD, which subjects this subcomponent or sub-
system to the IRAD rules defined in the DFARS. This can have a significant impact to the government’s sustain-
ment strategy. It is critical to identify potential issues upfront and plan flexibility into the solicitation.

Expressly address the software product according to the needs of your program and the circumstances sur-
rounding your acquisition. If the appropriate IP rights are lacking in the contract, the program will risk having
insufficient rights in the end product. To avoid this situation, the solicitation must clearly inform the offerors of
the end state that the Government wants delivered and how. It is also important to have the entire team care-
fully review the terms and conditions in each proposal and to include that in your negotiation position. Often,
that is where the IP rights issues and areas of contention are detailed. Teams frequently overlook this area or
fail to see it as an opportunity for negotiation. Because IP rights are valuable to both the contractor and the
Government, they are an area ripe for negotiation.

The solicitation gives you the best opportunity to indicate exactly what you want. Ensure that you indicate the
CDRLs you want to be delivered, etc. If the software is more complex, you will likely need engineering assis-
tance to write a CDRL that specifies what should be delivered in view of the rights being acquired and what will
be needed to exercise them. You should refer to the formal DFARS definition of software, as this will ensure
that all elements sufficient to recreate the software are delivered to the Government.
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Chapter 3 — Maximizing Unlimited Rights

The unigue requirements of the Government are such that it has extremely broad authority to use and dissem-
inate technical data and computer software regardless of how it was funded, such as when technical data is
needed for OMIT purposes. Also, FFF information can be broadly disseminated because it should not implicate
the proprietary interests of a contractor.

A large portion of this chapter is directed to obtaining technical data for “OMIT” purposes. The term “OMIT”
does not appear in the DFARS. Rather, it is a reordered acronym that refers to the technical data “necessary
for installation, operation, maintenance, or training purposes (other than detailed manufacturing or process
data).” The Government is entitled to UR in OMIT data regardless of how the item to which the data pertains
is funded.

The term “OMIT” can and is employed in slightly different ways in many solicitations because, depending

on the service, program, and technology involved, the articulation of what constitutes “maintenance” must
change. For example, for a fighter aircraft, “maintenance” must be defined broadly enough so that the USAF
can repair the aircraft and return it to its original level of functionality. So, in a solicitation for a fighter aircraft,
the terms “depot-level maintenance” and “organizational level maintenance” will typically be set forth in broad
terms that justify the need for UR in this information. This practice is consistent with the USAF’s longstanding
aim to accomplish all levels of maintenance—from flight line through back shop to depot-level—organically, by
contract, or through a blend of the two, depending on what best meets mission requirements.

3.1. What can the PMO reasonably expect to obtain as OMIT data?

Response

The Government, not the contractor, determines what is “necessary for installation, operation, maintenance,
or training purposes.” If the PMOQ’s position differs from the contractor’s, Government personnel should de-
fend their position and not acquiesce to assertions that do not meet the program’s needs. The PMO should
expect and encourage pre-solicitation discussions with industry about the Government’s maintenance con-
cepts for the system to be acquired. These discussion should include expressly defining what the Government
considers a part of “maintenance” (as well as “installation,” “operation,” and “training,” though these three
terms tend to be less contentious, since contractors less frequently hope to gain future business in these areas
than in maintenance).

After contract award, the PMO may receive data necessary for OMIT that is accompanied by restrictive mark-
ings, which are inappropriate for UR information. Experienced acquisition professionals can all testify to having
received data that seemed plainly necessary for training or maintenance needs, but which the contractor
marked with “Government Purpose” or “Limited” rights. When this occurs, the Government must protect its
rights. This includes defending an expansive—yet reasonable—definition of these terms, even if the contract is
otherwise silent on what they may mean. Contracts are known to have gaps.

As far as what types of information may be necessary for OMIT, the PMO should insist that technical manuals,
provisioning data, and proposed spare parts lists be delivered with UR, as these are all necessary for OMIT

purposes. Other types of information, such as product drawings and models, may be outside the definition of
OMIT data, but these types of data should be examined on a case-by-case basis. Such data may also be better
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classified as detailed manufacturing or process data (see Section 3.3.) if they constitute higher level engineer-
ing data of a sort not typically used by maintainers or operators.

When establishing expectations for OMIT data, PMOs should employ a team approach and consult with logis-
tics, test, engineering, configuration management personnel. Look to legal professionals or other experts as
necessary to form a Government position on a missing term or to define how a term should be understood.
Pursue negotiation where it is appropriate. Negotiation can often result in terms acceptable to both parties if
both are willing to be reasonable.

3.2. 1 am confident that certain technical data is OMIT. What should | do if a contractor ei-
ther refuses to deliver the data or marks it restrictively?

Response

As indicated above, the Government generally decides what data is necessary for OMIT, in part because the
Government has the final responsibility for determining the maintenance concepts that will meet the warfight-
er’s readiness goals. Establishing requirements for OMIT, approving contract documents for obtaining OMIT
data, and determining whether an offeror’s proposal meets those requirements are inherently governmental
functions governed by FAR 7.5.

Assuming the contract clearly requires the delivery of certain OMIT data (whether or not the contractor lists
the data as necessary for operations, maintenance, installation, or training), if the contractor delivers the data
with restrictive markings beyond the copyright notice allowed in DFARS 252.227-7013(f), DFARS 252.227-
7013(h) provides the procedures for removing the markings. See Section 5.2 for details on these procedures.

If a contractor refuses to deliver the OMIT data at all, the contracting officer should direct the contractor to the
contractual requirement to provide the data and withhold payment under DFARS 252.227-7030 as appropriate.
If no contractual requirement currently exists, the contracting officer should invoke DFARS 252.227-7027, De-
ferred Ordering of Technical Data or Computer Software, if possible, or look to other remedy-granting clauses
in the contract to obtain performance. Appropriate legal and contract remedies should be pursued if the con-
tractor refuses performance, including the delivery of data necessary for OMIT.

While it is advisable that the PMO take into account the contractor’s recommended maintenance plan, the
Government ultimately defines the requirements necessary for OMIT. The contractor may not unilaterally de-
fine what the government requires to perform its mission, including its operations, maintenance, installation,
or training mission. To avoid any ambiguity, the contract should clearly state from the outset what data are
required to be delivered throughout the course of performance. In order to avoid a later dispute as to whether
delivery of a particular data item is necessary for OMIT, consider establishing a separate CDRL exhibit specif-
ically for OMIT data and associate the data item with that CLIN via a CDRL. In this way, it will be clear that all
data delivered within that CDRL are considered necessary for OMIT and delivered with UR.
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3.3. What is “detailed manufacturing and process data” (DMPD)? Under what circumstanc-
es must a contractor deliver this, and how does this categorization affect the government’s
rights?

Response

Detailed manufacturing and process data is defined as “technical data that describes the steps, sequences, and
conditions of manufacturing, processing or assembly used by the manufacturer to produce an item or compo-
nent or to perform a process.” DMPD is unique, because it is specifically excluded from the grant of UR that is
associated with OMIT data. But that does not mean this data cannot be acquired. It only means the Govern-
ment’s rights in the data may be restricted if it was developed at private expense.

Coming to agreement with a contractor on what is and is not DMPD can be difficult, especially in a sole source
environment. Oftentimes, a PMO may not even believe it is asking for DMPD, but the contractor will insist it is.
When these issues can be resolved in a source selection, they should be. The more the information is need-
ed for reprocurement and the less it is needed for maintenance, the more likely the data will be considered
DMPD. So if the same reprocurement ends can be achieved in other ways, it is probably best to pursue those
ways rather than battle over DMPD. That is essentially the guidance in the DFARS.

None of this is to say DMPD is off limits. It also doesn’t mean DMPD cannot be obtained with UR when the
item, component, or process (ICP) that it pertains to was developed exclusively at Government expense. It

just means that delivery of DMPD may not be necessary to meet the program’s objectives. Particularly in the
case of commercial derivative aircraft, the Government may be able to negotiate acceptable and cost-effective
terms that are similar to those used by commercial operators and also meet the program’s needs. Unlike most
OMIT data, which the Government may share with non-government entities due to its UR license, DMPD pro-
vided under an access-only license might be limited to viewing by Government personnel. Source selection and
PMO personnel must therefore determine whether and when these limitations meet the Government’s mis-
sion requirements, and in what circumstances the Government must instead receive DMPD as a deliverable,
and with what license rights.

Ultimately, the Government—not a contractor—must determine data delivery requirements, including DMPD
delivery requirements. While 10 U.S.C. § 2320(a)(2)(H) likely prohibits the Government from conditioning con-
tract award on a contractor’s providing, for example, UR in its DMPD, the GAO has affirmed that the law per-
mits the Government to require delivery of DMPD consistent with mission requirements, and the Government
may give greater evaluation credit in a source selection (consistent with the published evaluation criteria) to an
offeror willing to provide the Government more favorable license rights in delivered DMPD. Carefully articulat-
ing Government requirements for both DMPD delivery and license rights during the source selection process
will ensure effective mission accomplishment long after contract award.

3.4. How does the commercial nature of a supply to be delivered under a contract affect the
government’s right in associated OMIT data?

Response

DFARS 252.227-7013 and -7015 address IP rights in noncommercial and commercial technical data, respective-
ly. The Government’s substantive rights in delivered OMIT data are effectively identical for both commercial
and noncommercial technical data: there are no limitations on the Government’s ability to use, modify, repro-
duce, perform, display, release, or disclose the data, or to allow others to do so on its behalf. Further, DFARS
section 227.7102-1(3) extends this prerogative to data describing “modifications made at Government expense
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to a commercial item or process in order to meet the requirements of a Government solicitation.” In short,
once the Government has received OMIT data under a contract CDRL, the Government may do virtually any-
thing it needs to with that data, even if that data pertain to a commercial item.

With that said, commercial OMIT data may not be as extensive as noncommercial data due to the different
maintenance concepts employed by DoD and commercial operators. It is useful to keep this distinction in
mind.

3.5. When should | consider negotiating for rights in technical data necessary for OMIT?
What other complications do negotiations for OMIT create? Is it worth the trouble?

Response

The program manager must determine, as part of the Acquisition Strategy, all technical data that will be nec-
essary to execute the program through its entire life cycle. The program manager must then determine what
level of IP rights in that technical data is required for program execution. The program manager can then
decide whether it would be in the best interest of the Air Force to negotiate a lesser level of IP rights than the
Government would otherwise be entitled to receive in technical data necessary for OMIT with a corresponding
reduction in the cost/price the offeror proposes to develop and produce that weapon system. This analysis
must be based on the details of a particular program, such as market research, potential level of competition,
developmental status of the system (e.g., the system will be developed under the resulting contract or a non-
developmental item is being acquired), or maintenance/sustainment philosophy in order to answer the follow-
ing questions:

¢ To whom will the program need to release or disclose a specific item of technical data?
e For what purpose will the program need to release or disclose that item?
¢ During what period does the program have to release or disclose that specific item?

For example, suppose the system, subsystem, or component in question cannot be repaired by Air Force
personnel or contractors due to anti-tampering features—which means that a failed system, subsystem, or
component will be replaced but not repaired. Under such circumstances, it would not make economic sense
to acquire the technical data needed to repair that system, subsystem, or component, much less UR to that
technical data. Instead, the PMO should ensure that it acquires the installation data that will be needed for the
repair-and-replace maintenance philosophy. Data to repair the item, on the other hand, is not very valuable
due to the maintenance philosophy.

Another example may be where market research indicates there are few potential competitors, that no likely
competitor would be willing to deliver all technical data required by the program, or that no likely competitor
would be willing to deliver technical data necessary for OMIT subject to UR. In any of these cases, the program
could analyze whether potential competitors might be willing to deliver all necessary technical data if the
program agreed to a level of rights lower than UR but that still allowed for program execution throughout the
life cycle of the program. In contrast, if competitors have the necessary organization, experience, configuration
control processes, and technical skills—or the ability to obtain them—the program manager should seek to
acquire at minimum GPR to such technical data in order to complete maintenance/sustainment of the system,
subsystem, or component, and thereby reduce the total life-cycle cost of the program.

So a lot can depend on the maintenance/sustainment philosophy, as well as the market realities. The more
these issues can be resolved when the market is competitive, the better.
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3.6. 1 am in a sole source environment, and the contractor is refusing to agree to any OMIT
requirements. How should | handle this? Is the situation different during pre-award negotia-
tions than for modifications to an existing contract?

Response

While a competitive environment provides the Government excellent leverage in seeking data deliverables and
licenses necessary for future system sustainment (including OMIT and, in certain circumstances, system mod-
ifications), the relationship is reversed when the parties contract on a sole source basis. As the sole source,
contractors attempt to hold back data to maximize revenue and profits. Whether this is legitimate behavior or
not, it is a reality: contractors play hardball.

As such, the Government will need to employ creative techniques to reach a reasonable outcome. There will
be times when it is impossible to persuade a contractor to provide data sufficient to compete all future sus-
tainment efforts (i.e., the contractor may be able to hold back enough data to ensure its future involvement

in some sustainment activities). Still, if Government negotiators plan well, and far enough in advance, and if
they show sufficient resolve in the face of a contractor’s professed unwillingness to provide sufficient data and
licenses, they can lay the foundation for reaching a reasonable outcome.

The Strategy

Step 1: Recognize that this is more of a negotiation challenge than a legal one, which means that while the
solutions will involve good advocacy, they will require more than mere knowledge of, or citation to, law or
policy. Because of this, while an attorney may sometimes be the best spokesman for the Government during IP
rights negotiations, the Government must absolutely employ a team approach, bringing expertise to bear from
multiple functional areas, including program management, engineering, contracting, logistics, and configura-
tion management.

Step 2: Nevertheless, there may be some legal authority that can strengthen the Government’s negotiating
position. For instance, the PMO may be able to leverage other laws and regulations when purchasing com-
mercial derivative aircraft to obtain the data it needs (see, e.g., Section 3.7). Also, clearance authorities should
require that acquisition strategies comply with 10 U.S.C. § 2320(e), which requires that those strategies “pro-
vide for technical data rights needed to sustain . . . systems and subsystems over their lifecycle.” Justification
and Approval documents can explicitly condition sole source award on the Government obtaining sufficient
IP rights to compete future sustainment activities that are the most cost effective. Then, if a contractor offers
unacceptable terms during follow-on contract negotiations, Government negotiators may avoid an impasse
by reminding the contractor that they do not possess the authority, per the approved Acquisition Strategy, to
enter into an agreement that effectively precludes contracting out sustainment efforts to anyone other than
the sole source prime contractor.

Step 3: Ultimately, the Government must be willing to forego a bad deal, or even a deal that is attractive in

the short term, to ensure it gets a good one in the long run. This will mean, among other things, that Govern-
ment negotiators must calculate the life-cycle cost differential between sustainment based on the contractor’s
proposed data deliverables and licenses, and sustainment based on the Government’s desired maintenance
concept with all the IP rights that requires. Having made this calculation, the Government must then refuse to
accept diminished IP rights unless the contract price is so low that it makes up for likely future price premiums.
This will rarely be the case, so Government negotiators will normally need to be committed to acquiring suf-
ficient IP rights up front, even at greater cost, understanding that these IP rights will ultimately pay for them-
selves through future cost avoidance.
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Best Practice

Outdo the contractor in preparation and tenacity. Determine what data deliverables and license terms the
Government requires and make these clear to the contractor from the outset of negotiations. Know what data
deliverables and licenses are worth by evaluating different lifecycle cost scenarios as accurately as possible.
Then be willing to walk away from negotiations rather than accepting terms that may be pennywise but pound
foolish. Finally, offer any concessions you can that do not threaten minimum requirements (e.g., consider trad-
ing down from unlimited to GPR where possible, in exchange for broader delivery of data). Refer to Section 5.3
for additional ideas.

3.7. | heard that the Federal Aviation Administration (FAA) requires certain types of technical
data to be provided to the owner of an aircraft without restriction. How can | use this re-
quirement to my advantage?

Response

The FAA, pursuant to 14 CFR 21.50(b), requires that “design approval holders” (normally the OEM), “furnish

a complete set of Instructions for Continued Airworthiness (ICA) to the owner of each type aircraft, aircraft
engine, or propeller upon its delivery, or upon issuance of the first standard airworthiness certificate for the
affected aircraft, whichever occurs later.” The design approval holder is required to make the ICA “available to
any other person required by this chapter to comply with any of the terms of those instructions” as well as to
“make available changes to the ICA to any person required by this chapter to comply with any of those instruc-
tions.”

This means that as a condition of obtaining an FAA Type-Certificate, the design approval holder has agreed to
provide the ICA to the owner/operator (the Air Force) under a license that enables the ICA to be distributed to
any 3rd party contractor who must comply with the ICA (i.e., any contract maintenance provider).

ICA requirements apply to aircraft, rotorcraft, engines, propellers and their parts. The contents of the ICA are
defined in detail in the Code of Federal Regulations. In general, ICA encompasses:

e All Airworthiness Limitations
¢ All maintenance and repair instructions essential to the continued airworthiness of the product
¢ All recommended maintenance, inspection, and overhaul information
e O-/I-Level instructions
o Installation, servicing, inspection, storage, etc.
o Maintenance scheduling information
o Maintenance manuals
e D-Level instructions overhaul manuals
o Mandatory for engines and propellers
o Depends on Airworthiness Limitations and recommended maintenance programs for aircraft
and aircraft appliance

Thus, it can be helpful to include ICA-type data requirements as a baseline in your commercial-derivative ac-
quisitions. Any deltas for military purposes can be negotiated or procured from there.

ICA requirements can be leveraged if you are supporting a commercial derivative aircraft that has an FAA
Type-Certificate, or if you are supporting an engine or a propeller on a commercial derivative aircraft with a
Type-Certificate. ICA requirements can be leveraged during any phase of the life cycle.
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Since the Air Force has not aggressively leveraged FAA rules to obtain ICA, you may encounter resistance from
the OEM when attempting to trigger ICA requirements. It may be helpful to remember two points:
- The OEM is required to provide ICA in order to obtain a Type-Certificate from the FAA. This requirement
is independent of the contract between the OEM and the Air Force.
- The FAA has already determined that OEMs cannot include restrictive rights statements (e.g., “Propri-
etary” or “Limited Rights”) in the ICA (see, http://rgl.faa.gov/Regulatory _and Guidance_Library/rgPolicy.
nsf/0/757c84ac9becec27862579d00054df95/SFILE/PS-AIR-21.50-01.pdf).

The Strategy

Step 1: If you are acquiring or may potentially acquire a commercial derivative aircraft, require offerors to de-
liver ICA under a separate CDRL. It may be necessary to write a one-time use DID until the Air Force develops a
permanent DID. This should be accomplished even if the maintenance concept has not been fully developed in
every acquisition involving commercial derivative or commercial type aircraft, engine, or propeller
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Chapter 4 — Software Acquisition

Software has become a critically important part of nearly every system procured by the Air Force. Manage-
ment of the licensing issues associated with the acquisition and sustainment of software presents some
unique challenges that the PMO must address. This chapter provides some tips on handling issues related to
commercial computer software, a complex topic with many unique factors to consider. It also addresses soft-
ware maintenance, providing a plan to posture the PMO for success during the O&S phase. Finally, the chapter
concludes with a trio of white papers that cover emerging topics in software acquisition.

4.1. Commercial Computer Software

4.1.1. What do | need to know about commercial computer software acquisition? Do mandatory sources
exist? Are there other resources that can assist my acquisition?

Response

Commercial computer software is probably one of the more complex commercial items an agency can buy.
This is because the FAR and DFARS guidance, though straightforward, does not hint at some of the complex-
ities lurking behind their high-level policies. When it comes to ensuring the software is properly classified,
knowing which terms and conditions apply, and filling the gap left by the absence of a standard contract
clause, numerous complexities may accompany these acquisitions.

In general, commercial software is purchased through preferred purchasing agreements and similar buying
programs. You can find the precedential list of buying programs in AFMAN 17-1203, Information Technology
(IT) Asset Management (ITAM). If the software is available through one of these sources, then one of these
buying programs should be a part of your acquisition.

When it comes to enterprise software—which can generally be thought of as commercial off-the-shelf (COTS)
software that tends to be used enterprise-wide—you should be using DOD’s Enterprise Software Initiative
(ESI). The DoD CIO has created ESI to standardize software purchasing processes and asset management for
many types of COTS software and commercial IT. ESI promotes the use of enterprise software agreements
(ESAs) to obtain favorable terms and pricing for commercial software and related services. When buying com-
mercial software, it is best to become familiar with ESI and how it can support your acquisition, particularly in
instances where the item being acquired is used across the Air Force.

When the software being acquired will not be used enterprise-wide and is not available through one of the
above buying programs, then the determination as to whether the software is a commercial item and the
terms, conditions, and other requirements are appropriate must be made by the PMO. This can be challeng-
ing, particularly when the software being acquired is not COTS but still a commercial item. Though the next
few sections will walk you through some of the more relevant topics, the PMO should seek help, including
guidance from program counsel, when making these determinations. While the resources listed below are
helpful, an accessible advocate is invaluable to equipping you for success.

The Strategy
Step 1: Begin with AFMAN 17-1203, Information Technology (IT) Asset Management (ITAM), particularly Chap-
ter 3, Software Asset Management. There you will find guidance regarding mandatory sources, enterprise ver-
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sus nonenterprise software, proper asset management, and software reuse and disposal. The AFMAN primarily
deals with COTS software.

Step 2: Become familiar with DoD’s ESI by reading DFARS Subpart 208, DFARS PGI 208.74, and the ESI web site
at http://www.esi.mil. The Software Buyer’s Checklist available through the ESI web site is particularly helpful.

Step 3: The Air Force web sites at http://www.netcents.af.mil and https://www.afway.af.mil are also useful for
explaining available Air Force buying programs.

4.1.2. Does the Government purchase commercial computer software on the same terms provided to the
public? Does that mean | don’t have to review the vendor’s licensing terms?

Response

Yes and no. DoD purchases commercial computer software on the same terms provided to the public, provided
that those terms meet the needs of your acquisition, your agency, and Federal law. But the PMO still needs to
review those terms to ensure they meet these various needs.

Among these groups of needs, the legal requirements are probably easiest to address. The other two groups
are contingent on circumstances unique to the acquisition. For example, cybersecurity requirements can be
much more stringent depending on the type of information being stored and exchanged. As such, Air Force
PMOs should identify any unique circumstances to their proposed use or need of a commercial software item
prior to making a purchase. Then analyze the software license to ensure these circumstances can be accommo-
dated. Where terms need to change, negotiate with the vendor to reach an acceptable outcome.

Market research is extremely important in commercial item acquisitions. When it comes to requiring a certain
term or condition, having market research to show that the desired term is acceptable in the commercial prac-
tice can fend off challenges that the requirement is unreasonable should they be presented.

The Strategy
Step 1: Identify the needs of your agency and acquisition.

Step 2: Review the software license to ensure it is acceptable considering these constraints. To do this, break
the license down into manageable parts and deal with each part individually. For example, though many types
of terms may be in a license, if you segregate them into categories for what you can accept, cannot accept, and
what can be negotiated, you will have started on a good path for finding an acceptable outcome.

e Category 1: Terms that are consistent with Federal law, meet agency needs, but differ from the default
terms contained in the FAR/DFARS. Many commercial license terms will generally fall within this catego-
ry. These terms can be accepted, unless they conflict with the FAR/DFARS (e.g., FAR 52.212-4 and other
mandatory terms), in which case they can be accepted only when the FAR/DFARS allows those terms to
be modified or tailored. The decision to accept Category 1 terms is committed to the discretion of the
contracting officer.

e Category 2: Terms that are consistent with Federal law but do not meet the needs of your acquisition or
agency. These terms should be removed from a licensing agreement or should be modified or addressed
elsewhere in the contract. If an agency requires a particular term to be included in the license to meet its
needs, then the requested term should reasonably reflect those needs and not be unduly restrictive of
competition. A standard license for non-COTS software is not required to be accepted as is; rather it is a
starting point to determine terms that meet the agency’s needs. It is also critical to carefully review the
language in the license describing the ways in which the software may be used to be certain it will meet
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the agency’s needs. When software will be modified to meet DoD requirements, take additional steps to
ensure there is a meeting of the minds as to which terms will govern the software in its modified form.

e Category 3: Terms that are inconsistent with Federal law. There is no authority to accept these terms.
The license terms must be rejected by the agency, renegotiated, or otherwise excised from the contract.
Consult with program counsel when dealing with this situation.

4.1.3. If another program or agency has already accepted the vendor’s commercial license, can | just accept
them without further review?

Response

In short, no you shouldn’t. When